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ARDAVAN M. KHOSHNOOD AND

ARVIN KHOSHNOOD

The Islamic Republic of Iran’s Use
of Diplomats in Its Intelligence
and Terrorist Operations against
Dissidents: The Case of Assadollah
Assadi

Abstract: The Islamic Republic of Iran (IRI) has two main intelligence

organizations: the Ministry of Intelligence (MOI) and the Intelligence

Organization of the Islamic Revolutionary Guard Corps. The two

organizations are highly active on foreign soil with malign activities like

assassinations. In 2018, the third secretary of the IRI embassy in Austria,

Assadollah Assadi, was arrested and later convicted of involvement in

terrorism. With the help of three of his assets, they had planned to bomb a

gathering in Paris arranged by the Iranian opposition to the IRI. Assadi

would later be identified as the principal intelligence officer of the MOI on

the European continent. Analyzing the case of Assadi shows that the IRI has
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the will and resources to conduct significant terrorist operations and that the

regime has a vast network of assets throughout Europe. Most significant in

the failed Paris plot was that evidently the IRI Intelligence Community is

likely compromised and that the regime has considerable problems in

trusting its own intelligence officers.

Intelligence operatives working under diplomatic cover is not an unusual

phenomenon. On the contrary, most countries, if not all, use their foreign

missions and diplomatic postings as cover for their intelligence officers to

conduct clandestine operations in or from their host countries.1 One

reason for using diplomatic cover is that the intelligence officer is, to a

high degree, protected by diplomatic immunity should they be exposed.

Usually, the worst-case scenario for the officer is to be declared persona

non grata and thus expelled by the host country.2 Another important

reason is that diplomatic posts open doors to places to which regular

people may not have access, like direct access to politicians and high-

ranking officials.

Intelligence officers under diplomatic cover have several objectives. One of

them is to gather intelligence on targeted objects through infiltrating different

organizations and institutions in the host country, including governmental

institutions, businesses, universities, and organizations related to dissidents

and opponents of the regime, which the undercover intelligence officer

represents. Another task is to plan and implement sabotage operations or

terrorist attacks on a larger scale or through targeted assassinations.3 Hence,

one of the principal tasks of the counterintelligence of the host country is to

identify these intelligence officers and operatives.

It was an effective counterintelligence operation by several European

countries that led to the arrest of Assadollah Assadi in 2018. Assadi, a

third secretary diplomat at the embassy of the Islamic Republic of Iran

(IRI) in Austria, was arrested in Germany and sentenced to 20 years of

imprisonment in Belgium in 2021, where, with three other Iranian

operatives, he planned to bomb a political gathering in Paris arranged by

opponents of the IRI. Assadi was the chief intelligence officer of the

Islamic regime in Europe.

The case of Assadi provides an overview of this intelligence operation and

the role of IRI diplomats in the planning and implementation of covert

operations. Many of the assassinations and clandestine operations conducted

by the IRI target Iranian dissidents and are conducted through its embassies

and with the help of its diplomats.4 Before presenting the case of Assadi and

discussing it, we offer a brief history of the IRI and the security implications

it has generated for its opponents and for rival nations. We also briefly
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describe the two main intelligence organizations of the IRI and some of their

operations to provide a context for better understanding the case of Assadi

and our analysis.

ISLAMIC REPUBLIC OF IRAN

On 1 April 1979, the IRI was established by Ayatollah Ruhollah Khomeini.

Four months earlier, the late shah of Iran, ill with cancer, the details of

which remain unclear, had left Iran amid countrywide protests.5 The

triumph of the Islamic revolution and the creation of the IRI immediately

had a significant detrimental impact on national, regional, and international

security.

On a national level, the IRI addressed its own security through mass

executions, the infamous occupation of the U.S. embassy in Teheran, and the

hostage-taking of American diplomats and citizens.6 The executions

contributed to continued armed opposition to the IRI, and the hostage-

taking caused sanctions to be imposed on the country by the United States.7

Regional security was severely disturbed as Khomeini insisted on exporting

the Islamic Revolution to other countries and supporting pro-IRI proxies

and militias all around the region.8 With respect to international security, the

IRI has trained, financed, and armed terrorist groups and has therefore been

deemed by countries worldwide to be a state sponsor of terrorism and a

threat to the national security of numerous countries outside the Middle

East.9

Iranian dissidents in exile have been one of the main targets of IRI’s

extraterritorial operations, including assassinations.10 The IRI considers

many Iranians in exile to be a threat to IRI’s regime security and, eventually,

its existence. The first Iranian to be assassinated at the hand of IRI

operatives was Prince Shahriar Shafigh, nephew to the shah as well as a

capable naval captain who had started to organize resistance against the IRI.

He was gunned down on 7 December 1979, in Paris. The assassinations

continued and culminated during the 1990s as Iranian dissidents worldwide,

but specifically within Europe, were murdered.11

Since then, the IRI has slightly changed its modus operandi. Its operations’

focus has shifted from the assassination of Iranian dissidents to covert

operations like espionage, character assassination, and kidnapping.12

Nevertheless, terrorism has remained a vital option for the IRI, as seen in the

case of the Iranian intelligence officer Assadollah Assadi.

The decisionmaking process pertaining to IRI’s intelligence operations,

including the assassination of individuals, larger terrorist attacks, as well as

other covert operations of importance, such as espionage, is not entirely

mapped. However, because it is the supreme leader of the country, Ali

Khamenei, who has the last say in all vital matters, it is believed that he is at
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the very least informed, if not making the ultimate decision himself.13 It is

also believed that the Supreme National Security Council, which Khamenei

and his office supervise, is directly involved in the decisionmaking.14 About

this council, article 176 of the IRI constitution stipulates:

In order to safeguarding [sic] the national interests and preserving [sic]

the Islamic Revolution, the territorial integrity and national

sovereignty, a Supreme Council for National Security presided over by

the President shall be constituted. [… ] The decisions of the Supreme

Council for National Security shall be effective after the confirmation

by the Leader.15

Even though the decision to conduct foreign covert operations against

Iranian dissidents is believed to go through the supreme leader and the

Supreme National Security Council, the country’s intelligence and security

organizations plan for and conduct the operations.

IRI’S INTELLIGENCE

According to the Fars News Agency, linked to the Sepah-e Pasdaran-e

Enghelab-e Eslami (Islamic Revolutionary Guard Corps [IRGC]), there are

sixteen active intelligence and security organizations in Iran.16 While it is

unclear which sixteen organizations built up the IRI Intelligence Community

(IC), there is no doubt that the two main intelligence organizations of the

country are the Ministry of Intelligence and the Intelligence Organization of

the IRGC.

Vezarat-e Ettel�aat-e Jomhori-e Eslami-e Iran (Ministry of Intelligence of

the Islamic Republic of Iran [MOI]) was established in 1983 and, since the

1990s, has received essential assistance and training by the Russian

Foreign Intelligence Service.17 The MOI is headed by the minister of

intelligence, who, according to law, must be an Islamic clergyman

competent to issue fatwas, religious decrees. The incumbent spymaster,

taking office in 2021, is the hawkish Esmail Khatib, who oversees more

than 15,000 employees.18 Even though it is formally the president who

selects the minister of intelligence, the supreme leader has the last word in

employing or dismissing the minister.19 While the structure and

organization of the MOI remain unclear, its objectives are quite vivid—to

prevent and counter conspiracies against the country’s Islamic revolution

and the IRI.20

One of the most important objectives of the MOI is to conduct covert

operations against Iranian dissidents, including assassinations.21 For this

objective, MOI exploits both Iranian and foreign operatives sympathetic to

the IRI’s ideology or money.
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The MOI has conducted several successful foreign covert operations in

recent years. Their deep infiltration of the Iraqi political establishment and

their intelligence and military since the fall of Saddam Hussein is one of the

MOI’s successes.22 Another example is their recent abduction of the Iranian

dissident and German citizen Jamshid Sharmahd in July 2020 while he was

traveling in the United Arab Emirates and then brought back to Iran in

secret. Sharmahd, a supporter of the Iranian monarchy, is currently on trial

in Iran, suspected of “spreading corruption on Earth”23 and risking capital

punishment.

Besides the MOI, the IRGC’s intelligence organization (Sazeman-e Ettel�aat-e

Sepah-e Pasdaran-e Enghelab-e Eslami [IO-IRGC]) is also highly active in

domestic as well as foreign intelligence operations. The IRGC was established

in early May 1979 to protect the Islamic Revolution, and has eight branches:

ground forces, aerospace forces, naval forces, Qods force, Basij,24 intelligence

organization, counterintelligence organization, and the security organization.

The IO-IRGC is highly effective and has, through the years, conducted

several successful operations, one of them being the deception and,

eventually, the kidnapping of Ruhollah Zam in 2019. Zam was a journalist

who had left Iran for France, where he administrated a Telegram account

opposing the IRI. It is believed that Zam was deceived by operatives of the

IO-IRGC and manipulated to travel to Iraq for a meeting with a religious

leader. When landing in Baghdad, he was kidnapped and brought to Iran,

where he was prosecuted and later convicted of “corruption on earth.” He

was executed by hanging in December 2020.

The IO-IRGC is, since June 2022, headed by Brigadier General

Mohammad Kazemi, who replaced the cleric Hossein Taeb.25 Information

on IO-IRGC is scarce. However, because of the responsibilities of the IRGC,

it is safe to assume that the main objectives of the organization are

counterespionage and counterterrorism. In order to achieve its objectives, the

IO-IRGC is also active outside of Iran’s borders, conducting different covert

operations and acts of terrorism.

Intelligence operations are also conducted by the Qods Force of the IRGC

(QF-IRGC). Established in 1990, the QF-IRGC aims to coordinate Iranian-

supported militias and foreign operations, thus having a vital role in the

foreign policy of the IRI.26 It is also believed that the MOI uses QF-IRGC

operatives to conduct operations for which the ministry is responsible or has

initiated.27

THE CASE OF ASSADOLLAH ASSADI

On 30 June 2018, the National Council of Resistance of Iran (NCRI) was to

hold its annual “Free Iran World Summit” in Paris.28 The IRI had, in all

secrecy, plotted to bomb this summit. Responsible for leading the operation

980 ARDAVAN M. KHOSHNOOD AND ARVIN KHOSHNOOD

INTERNATIONAL JOURNAL OF INTELLIGENCE



was Assadollah Assadi. Assadi was stationed at the IRI’s embassy in Vienna

as the third counselor. He is also believed to have been the head of

operations of clandestine MOI activities in Europe and employed by the

Directorate of Internal Security of the MOI, known as Directorate 312,

which is on the European Union’s list of terrorist organizations.29 The

director of the Belgian State Security Service, Dienst voor de Veiligheid van de

Staat (VSSE), Jaak Raes, has stated about the operation that “[t]he attack

plan was conceived in the name of Iran and under its leadership. It was not a

personal initiative by Assadi.”30

On 1 July 2018, Assadi was arrested by the German police at a service

station close to the town of Aschaffenburg.31 He was allegedly on vacation in

Germany. German authorities stripped Assadi of his diplomatic status

because he was not accredited in Germany, and in October of the same year,

he was extradited to Belgium. On 4 February 2021, a Belgian court sentenced

him to 20 years of imprisonment for, among other things, involvement in

terrorism. The IRI vehemently objected and deemed his arrest, extradition to

Belgium, and conviction a violation of the Vienna Convention on Diplomatic

Relations.32

Assadi was not the only one convicted in this case. Three other Iranians,

all residing in Belgium, two males (Amir Saadouni and Mehrdad Arefani)

and one female (Nasimeh Naami), were also convicted, and all three were

sentenced to imprisonment. Assadi was the handler of these three individuals,

and it is believed that he had contact with the couple Amir Saadouni and

Nasimeh Naami since at least 2015. The couple and Arefani posed as

members of the Iranian opposition, the PMOI.33

On 25 June 2018, the VSSE issued a statement to the Belgian Federal

Police asserting that they had received intelligence from a foreign security

agency about Amir Saadouni and Nasimeh Naami, residing in the

Antwerp province, who might be involved in an act of violence on French

soil.34 The couple were put under surveillance, and three days later, 28

June, they had a meeting with Assadi in Luxembourg, where they received

500 grams of explosives, a detonator, a Universal Serial Bus stick with

instructions on how the explosives work, as well as more than 20,000

Euros. It was later also revealed that the explosives were brought to

Austria from Iran with a “diplomatic bag” that was covered by diplomatic

immunity.35

Two days after the Luxemburg meeting with Assadi, who used the alias

“Danial,” the couple left Antwerp for Paris. Belgian intelligence, who had the

couple under surveillance, intercepted and stopped their car before they left

Belgium. The couple was arrested, and the 500 grams of explosives were

defused. It was later revealed that the couple had traveled to Iran numerous

times and received tens of thousands of Euros since 2011.36 Assadi, under
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surveillance since at least the 28 June meeting with the couple, was arrested

on 1 July. The fourth suspect, Mehrdad Arefani, was arrested by the French

police in Paris. When arrested, he had a phone with only the number of

“Danial,” that is Assadi, saved on it. Arefani is believed to have been

responsible to guide the couple when arriving at the summit in Villepinte.

Evidence shows that Assadi, prior to the attack, had traveled multiple

times to Tehran, and, in 2017, also had reconned the area of the foiled plot in

Paris.37 When Assadi was arrested, three notebooks were found in his car.

The notebooks recorded more than 280 different places in eleven European

countries where he had met with what is believed to be assets of the IRI

(Figure 1).38 The notebooks showed that Assadi frequently visited Shiite

Figure 1. Assadi visited eleven European countries where he is believed to have met assets

of the Islamic Republic. Media outlets have reported these eleven countries to be Austria,

Belgium, Czech Republic, France, Germany, Hungary, Italy, Luxembourg, the Netherlands,

Sweden, and Switzerland. Map by mapchart.net.
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mosques and institutes in different European countries as well.39 On 26 May

2023, Asadollah Asadi was released in exchange for the Belgian national,

Olivier Vandecasteele, who was arrested in Iran in 2022, charged with,

among other offenses, spying, and sentenced to 40 years in prison.40

ANALYSIS

The case of Assadi illuminates the Islamic regime’s exploitation of diplomatic

posts as cover for their illegal and fatal intelligence operations. Besides this,

the case of Assadi, together with the history of IRI intelligence, demonstrate

three main aspects of IRI’s covert operations: (1) that the use of terrorism is

still a significant option for the IRI to use against what they deem as a

“security threat,” (2) that the regime has active assets in European countries

and there is a connection between the IRI intelligence and Islamic institutes

in Europe, and (3) that the IRI is rather reckless in its operations and may

have issues with trusting its intelligence agents.

Terrorism via IRI Diplomatic Core

The involvement of a high-ranking Iranian intelligence officer, veiled as a

diplomat, in an attempted terrorist attack is not surprising. On the contrary,

it is consistent with the modus operandi of the IRI.41 Since its establishment in

1979, more than 160 Iranian opponents of the regime in exile have been

murdered at the hands of the IRI.42 One example where the role of Iranian

diplomats and the IRI embassy is vivid with respect to terrorism is the

Mykonos assassinations in Germany in 1992. While Iranian opponents of the

IRI had gathered at the Mykonos restaurant in Berlin for a meeting,

assassins opened fire, killing four. One of the terrorists arrested and later

convicted, Kazem Darabi, was shown to have close ties to the diplomats of

the Iranian embassy in Germany.43 Another example is the 1996

assassination of Dr. Reza Mazlouman in Paris. He was a former deputy

minister of Eeducation during the reign of the late shah and was in exile a

prominent opponent of the IRI. He was shot and killed in his apartment. The

assassin was never arrested, but Ahmad Jeyhooni, a resident of Germany,

was arrested for aiding the terrorist. It was revealed that Jeyhooni had

intimate contacts with MOI operatives employed as diplomats at the IRI

embassy in Bonn.44 A third and more recent example is the ousting of two

Iranian diplomats in 2018 from the Netherlands because of their role in

killing two Iranian opponents of the IRI in Almere and The Hague,

respectively.45

The role of IRI embassies and diplomatic core in Iranian covert operations

has been constant since 1979, as the examples above clearly show. The case

of Assadi provides us with important information that the IRI has both the
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will and the resources to conduct significant terrorist operations on foreign

soil. The fact that the rate of assassinations and terror operations against

Iranian dissidents has diminished since the 1990s is thus not because of a lack

of will or resources, but rather because of well-thought-out risk assessments

by the regime that also include considerations about international reactions.

Conducting intelligence operations on foreign soil, including terrorism, may

have severe consequences not only affecting diplomatic relations between

countries but also risking heavy sanctions with significant damaging effects

on the regime’s economy.46

The Assadi case also shows how simple it is for an intelligence agent with a

diplomatic posting in Europe to cross borders freely and without difficulties.

As revealed by his notebooks, he had visited eleven European countries.

Because IRI embassies in at least Europe are highly active in supporting and

facilitating terrorism as well as other illegal operations, European countries

must reconsider their policy vis-�a-vis the Islamic regime. In cases where

closing Iranian embassies may not be feasible, diminishing embassy personnel

to the minimum may be an effective way to counter Iranian intelligence and

its malign activities. The fewer staff in the embassies of the Islamic regime,

the easier it is for intelligence organizations to monitor and prevent the illegal

activities of the embassy.

IRI Assets and Islamic Centers

The IRI has a vast extraterritorial espionage network. Reports from

European intelligence and security organizations are consistent; the Islamic

regime is a major intelligence threat.47 Over the years, several individuals

have been arrested and convicted of spying on behalf of the IRI. In the most

recent espionage/terrorism case involving the IRI, an Iranian national with

Norwegian citizenship was convicted in 2020 and sentenced to seven years of

imprisonment in Denmark for spying on Iranians in exile and for his

involvement in an attempted assassination. A year prior, in 2019, an Iraqi

national residing in Sweden was convicted of spying for the MOI on an

Iranian opposition organization and sentenced to more than two years of

imprisonment. Two years prior, in 2017, a Pakistani national was convicted

in Germany for spying on Jewish and Israeli targets on behalf of the Islamic

regime.48

Assadi’s notebooks, as far as it is known, do not discuss the ethnicity of

the assets he met in Europe, but it is not unlikely that they are individuals of

both Iranian and non-Iranian origins. According to Der Spiegel and based on

sources within German intelligence with whom they have spoken, IRI

intelligence does not “only rely on their own countrymen” for their

operations; they recruit Shiites from countries other than Iran as well.49 Of

course, it would be very interesting to know the origin of the assets used by
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the IRI to understand their modus operandi better, but considering the case of

Assadi, a more interesting fact is the number of assets the IRI has spread all

over Europe. The notebooks clearly illuminate the human resources that the

IRI possesses in Europe.

What is also significant in the case of Assadi is that it clearly shows that

the IRI has close ties to Shiite mosques and Islamic cultural institutions.

While the notebooks of Assadi explicitly mention the Islamic Center

Hamburg, an Iranian Shiite association closely linked to the IRI, it is

believed that the regime, via its intelligence organizations, also uses other

Islamic centers and Shiia mosques all over Europe for its covert operations.50

Another example of the exploitation of religious centers by the Islamic

regime can be found in Norway. In November 2020, the Norwegian

Broadcasting Corporation revealed that the Norwegian intelligence agency,

Politiets Sikkerhetstjeneste (PST), had asked the Ministry of Justice to expel

the lead clergy of the Imam Ali Center in Oslo because of matters related to

national security.51

Hence, the intelligence organizations of European countries need to be

aware that not only embassies, but also Islamic cultural centers, mosques,

and similar types of institutions, are important supporting organizations for

IRI intelligence organizations. These institutions help the IRI to spread

regime disinformation and propaganda, gather intelligence, meet resources,

and create a network for intelligence and terrorist operations. Therefore,

effective surveillance against these institutions is of high importance.

European countries must also be prepared to take more radical measures to

suppress IRI influence in Europe, and closing these institutions may be an

important action.

IRI Recklessness and the Trust Issue

While the IRI has strong and aggressive intelligence organizations, its

counterintelligence and employed countermeasures during operations are

weak, ineffective, and flawed. Domestically, the IRI has witnessed several

counterintelligence fiascos. The 2018 Israeli raid on a highly protected

warehouse in Tehran, where documents, videos, and images related to the

Islamic regime’s nuclear program were stolen and brought to Israel, was

probably the most humiliating counterintelligence failure experienced by the

IRI until now.52 Other notorious failures were the assassinations of al-Qaeda

deputy Abdullah Ahmad Abdullah, who was hiding in Tehran, as well as the

killing of the architect of the Iranian nuclear program, Mohsen Fakhrizadeh,

both in 2020.53

The IRI has also had serious and sometimes fatal counterintelligence

failures on foreign soil. The most known failure is the U.S. assassination of

the high-ranked IRGC general Qasem Soleimani. Another example is the
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case of Mohammad Davoudzadeh Loloei. An Iranian with Norwegian

citizenship, he was arrested and later convicted of, among others,

involvement in an assassination attempt in Denmark against Iranians in exile.

It is believed that the Mossad had tipped off Scandinavian intelligence

organizations about Loloei.54 Also, in the case of Assadi, the VSSE had

received intelligence from a friendly foreign intelligence organization. The IRI

thus has significant problems with protecting its operatives and assets. The

main question is, therefore, are these fiascos only counterintelligence failures

or is IRI intelligence compromised? And how could a foreign intelligence

organization have intelligence on the operations of the Islamic regime

without having infiltrated the regime’s intelligence? While the above

questions, at least for now, remains unanswered, it is a fact that Assadi and

the IRI have acted rather recklessly in the handling of the Paris bombing

operation.

First, Assadi was not a simple undercover intelligence agent; he was the

principal intelligence officer of the IRI in Europe. Even so, he personally

handled the Paris bombing operation, thus increasing the risk of being

compromised and exposing the regime’s intelligence network on the

continent. The Islamic regime may have accepted the risk because they may

have felt that they did not have many options, but if so, the result has been

disastrous for the regime. The Islamic regime is aware that their intelligence

organizations may have been compromised, at least to some extent. The MOI

and the IO-IRGC do not trust all their employees. Because of this, they

entrust only individuals who are well known to them and well controlled by

them. Therefore, Assadi was likely entrusted to handle the Paris operation.

The regime’s fear of trusting other intelligence employees may have

persuaded them to accept the risks of exposing Assadi.

A second example of recklessness is that Assadi carried his notebooks

with him on a private trip to Germany and risked exposing himself and

the many European IRI assets. This exact scenario did happen; he was

arrested, and the notebooks exposed a vast intelligence network. If this

trip was “private” and he carried the notebooks with him, why did he not

take advantage of his diplomatic status to be protected by its

accompanying immunity? Or, was he misinformed and did believe that he

had diplomatic immunity at all times?

Although the questions are many, the Islamic regime’s intelligence

organizations suffer from many weaknesses that result in reckless actions,

including failing to have a secure organization. Corruption and nepotism

within the IC could be two of the fundamental reasons for the weaknesses

that exist within the Islamic regime’s intelligence organizations. Therefore,

Iranian intelligence operatives working undercover as diplomats have

frequently been expelled from different countries for connection to
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terrorism, direct involvement in terrorism, or covert operations like

espionage.55

CONCLUSION

The case of Assadi offers insights into the relationship between IRI covert

operations and the IRI diplomatic corps. This case study shows that the IRI

has the will and resources to conduct terrorist operations if deemed necessary.

The extensive presence of IRI assets in European countries is a serious threat

to these states, not least to the Iranian opponents of the regime in Europe. A

revised European policy toward Iranian intelligence officers and operations is

thus an urgent priority. Increasing surveillance of regime embassies and

Islamic institutions connected to the IRI is necessary. This would press the

regime’s intelligence apparatus and may contribute to their recklessness, being

forced to take larger risks in conducting operations. This increased IRI risk-

taking could help the European intelligence services to expose the IRI’s covert

operations. This development would, however, have consequences for the

already strained relations between the IRI and European countries and may

escalate into a full-grown conflict. As a response, the IRI would most likely

expand their operations inside Iran and take citizens of European countries as

hostages in order to have IRI intelligence personnel released through prisoner

swap. Hostage diplomacy, which this method of the IRI is called, is one of

regime’s principal foreign policy tools to pressure the West. Nevertheless, the

case of Assadi also shows that the regime’s intelligence has one very important

weakness: The regime has issues trusting its employees, which is a weakness

that European intelligence services can use.

DISCLOSURE STATEMENT

No potential conflict of interest was reported by the author(s).

REFERENCES

1
Nigel West, Historical Dictionary of International Intelligence (London:

Rowman & Littlefield, 2015), p. 111; Gail H. Nelson, “Embassy,” in

Encyclopedia of Intelligence and Counterintelligence, edited by Rodney P.

Carlisle (New York: Routledge, 2015), pp. 227–228.
2
R. Bruce Anderson and Patrick Webb, “Central Intelligence Agency,” in The

SAGE Encyclopaedia of Surveillance, Security, and Privacy, edited by Bruce A.

Arrigo (Thousand Oaks, CA: SAGE Publications, 2018), pp. 148-155; Mark.

M. Lowenthal, Intelligence: From Secrets to Policy (Thousand Oaks, CA: Sage

Publications, 2020), p. 380; West, Historical Dictionary of International

Intelligence, p. 116.

IRAN’S USE OF DIPLOMATS IN INTELLIGENCE AND TERRORIST OPERATIONS 987

AND COUNTERINTELLIGENCE VOLUME 37, NUMBER 3



3
Nelson, “Embassy,” p. 227; Ardavan Khoshnood, “Iran’s Killing Machine:

Political Assassinations by the Islamic Regime,” Mideast Security and Policy

Studies, Begin-Sadat Center for Strategic Studies, No. 185 (2020), https://

besacenter.org/wp-content/uploads/2020/12/185web.pdf (accessed 23 July 2022),

pp. 10–12.
4
Khoshnood, “Iran’s Killing Machine,” pp. 10–12.

5
Ardavan Khoshnood and Arvin Khoshnood, “The Death of an Emperor—

Mohammad Reza Shah Pahlavi and His Political Cancer,” Alexandria Journal

of Medicine, Vol. 52, No. 3 (2016), pp. 201–208.
6
Ardavan Khoshnood, “The 1988 Massacres Still Haunt the Islamic Regime in

Iran,” Perspective Papers, Begin-Sadat Center for Strategic Studies, No. 1744

(2020), https://besacenter.org/iran-1988-massacres/(accessed 23 July 2022).
7
Ronen A. Cohen, “The Triple Exclusion of the Mojahedin-E Khalq

Organization—Their Activities for Human Rights in Iran as a Voice in the

Wilderness,” Middle Eastern Studies, Vol. 49, No. 6 (2013), pp. 941–957;

Ashish Sen Kumar, “A Brief History of Sanctions on Iran,” Atlantic Council,

last modified 8 May 2018, https://www.atlanticcouncil.org/blogs/new-atlanticist/

a-brief-history-of-sanctions-on-iran/(accessed 23 July 23 2022).
8
Ruhollah K. Ramazani, “Iran’s Foreign Policy: Contending Orientations,”

Middle East Journal, Vol. 43, No. 2 (1989), pp. 202–217; Ashley Lane, “Iran’s

Islamist Proxies in the Middle East,” Wilson Center, last modified 20 May

2021, https://www.wilsoncenter.org/article/irans-islamist-proxies (accessed 24

July 2021).
9
Examples of IRI support for international terrorism include the Lebanese

Hizballah and the Bahraini al-Ashtar Brigades, in addition to its own act of

terrorism carried out by the MOI and the QF-IRGC; Bureau of

Counterterrorism, “State Sponsors of Terrorism,” U.S. Department of State,

https://www.state.gov/state-sponsors-of-terrorism/(accessed 23 July 2022);

S€akerhetspolisen, S€akerhetspolisen 2021 (Stockholm: S€akerhetspolisen, 2022),

pp. 13–17, https://www.sakerhetspolisen.se/download/18.650ed51617f9c29b552

287/1649683389251/Sakerhetspolisen_arsbok%202021.pdf (accessed 23 July

2022); Daniel Byman, Shahram Chubin, Anoushiravan Ehteshami, and Jerrold

D Green, Iran’s Security Policy in the Post-Revolutionary Era (Santa Monica,

CA: RAND Corporation, 2001); Daniel Byman, “Iran, Terrorism, and

Weapons of Mass Destruction,” Studies in Conflict & Terrorism, Vol. 31, No. 3

(2008), pp. 169–181.
10

These operations are carried out by intelligence services, which will be

discussed in detail in the next section.
11

Khoshnood, “Iran’s Killing Machine.”
12

Marwah Adhoob, Bruce Zagaris, and Jamie Jang, “Extradition and Mutual

Assistance,” International Enforcement Law Reporter, Vol. 37, No. 7 (2021),

pp. 258–269; Ardavan Khoshnood, “The Role of the Qods Force in the

Foreign Policy of the Islamic Republic of Iran,” Central European Journal of

International and Security Studies, Vol. 14, No. 3 (2020), pp. 4–33.
13

Kevjn Lim, “National Security Decision-Making in Iran,” Comparative Strategy,

Vol. 34, No. 2 (2015), pp. 149–168; M. Mahtab Alam Rizvi, “Velayat-E-Faqih

988 ARDAVAN M. KHOSHNOOD AND ARVIN KHOSHNOOD

INTERNATIONAL JOURNAL OF INTELLIGENCE

https://besacenter.org/wp-content/uploads/2020/12/185web.pdf
https://besacenter.org/wp-content/uploads/2020/12/185web.pdf
https://besacenter.org/iran-1988-massacres/
https://www.atlanticcouncil.org/blogs/new-atlanticist/a-brief-history-of-sanctions-on-iran/
https://www.atlanticcouncil.org/blogs/new-atlanticist/a-brief-history-of-sanctions-on-iran/
https://www.wilsoncenter.org/article/irans-islamist-proxies
https://www.state.gov/state-sponsors-of-terrorism/
https://www.sakerhetspolisen.se/download/18.650ed51617f9c29b552287/1649683389251/Sakerhetspolisen_arsbok%202021.pdf
https://www.sakerhetspolisen.se/download/18.650ed51617f9c29b552287/1649683389251/Sakerhetspolisen_arsbok%202021.pdf


(Supreme Leader) and Iranian Foreign Policy: An Historical Analysis,” Strategic

Analysis, Vol. 36, No. 1 (2012), pp. 112–127; Khoshnood, “Iran’s Killing

Machine,” p. 8; Arvin Khoshnood, “Sista ordet—Beslutsfattande i Islamiska

republiken Irans utrikespolitik,” Orientaliska studier, Vol. 130 (2012), pp. 16–48;

Arvin Khoshnood, “Poverty in Iran: A Critical Analysis,” Middle East Policy,

Vol. 26, No. 1 (2019), pp. 60–74.
14

Khoshnood, “Iran’s Killing Machine,” pp. 8–9.
15

Islamic Republic of Iran, “The Constitution of the Islamic Republic of Iran,”

1989.
16

Amir Rezaei, “ ؟دنلاعفروشکردیتینماداهندنچ/؟دنوشیم»گنهامه«هنوگچناریایتاعلاطایاههاگتسد ,”

Fars News Agency, last modified 14 October 2014, https://www.farsnews.ir/

news/13930722000616/%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%

87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%

D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%D8%A7%DB%8C%D8%B1%

D8%A7%D9%86-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%87%

D9%85%D8%A7%D9%87%D9%86%DA%AF-%D9%85%DB%8C%E2%80%

8C%D8%B4%D9%88%D9%86%D8%AF-%DA%86%D9%86%D8%AF-%D9%

86%D9%87%D8%A7%D8%AF-%D8%A7%D9%85%D9%86%DB%8C%D8%

AA%DB%8C-%D8%AF%D8%B1 (accessed 24 July 2021).
17

Carl Anthony Wege, “Iranian Intelligence Organizations,” International Journal

of Intelligence and CounterIntelligence, Vol. 10, No. 3 (1997), pp. 287–298.
18

Ardavan Khoshnood and Erfan Fard, “Meet Esmaeil Khatib, Iran’s New

Spymaster,” Perspective Papers, Begin-Sadat Center for Strategic Studies, No.

2154 (2021), https://besacenter.org/esmaeil-khatib-iran-intelligence/(accessed 25

July 2022); Carl Anthony Wege, “Iranian Counterintelligence,” International

Journal of Intelligence and CounterIntelligence, Vol. 32, No. 2 (2019), pp.

272–294.
19

Ardavan Khoshnood, “The Assassination of Fakhrizadeh—A Major Iranian

Counterintelligence Failure?,” Global Security & Intelligence Studies, Vol. 6,

No. 1 (2021), pp. 199–207; Khoshnood, “Sista ordet.”
20

Akbar Hashemi, “ یملاسایروهمجتاعلاطاترازوسیسأتنوناق ,” Islamic Parliament

Research Center of the Islamic Republic of Iran, https://rc.majlis.ir/fa/law/

show/90795 (accessed 25 July 2022).
21

Wege, “Iranian Intelligence Organizations,” p. 289; Wege, “Iranian

Counterintelligence,” pp. 286–287.
22

James Risen, Tim Arango, Farnaz Fassihi, Murtaza Hussain, and Ronen

Bergman, “A Spy Complex Revealed—Leaked Iranian Intelligence Reports

Expose Tehran’s Vast Web of Influence in Iraq,” The Intercept, 18 November

2019, https://theintercept.com/2019/11/18/iran-iraq-spy-cables/(accessed 6

August 2022).
23

Spreading corruption on Earth (Afsad-e Fel-Arz) is an umbrella term in Iranian

penal code used to describe serious crimes like terrorism. These crimes are

usually punished by hanging.
24

A paramilitary organization with several responsibilities, among them to secure

internal security. The Basij is used by the IRI to crack down on protests.

IRAN’S USE OF DIPLOMATS IN INTELLIGENCE AND TERRORIST OPERATIONS 989

AND COUNTERINTELLIGENCE VOLUME 37, NUMBER 3

https://www.farsnews.ir/news/13930722000616/%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%87%D9%85%D8%A7%D9%87%D9%86%DA%AF-%D9%85%DB%8C%E2%80%8C%D8%B4%D9%88%D9%86%D8%AF-%DA%86%D9%86%D8%AF-%D9%86%D9%87%D8%A7%D8%AF-%D8%A7%D9%85%D9%86%DB%8C%D8%AA%DB%8C-%D8%AF%D8%B1
https://www.farsnews.ir/news/13930722000616/%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%87%D9%85%D8%A7%D9%87%D9%86%DA%AF-%D9%85%DB%8C%E2%80%8C%D8%B4%D9%88%D9%86%D8%AF-%DA%86%D9%86%D8%AF-%D9%86%D9%87%D8%A7%D8%AF-%D8%A7%D9%85%D9%86%DB%8C%D8%AA%DB%8C-%D8%AF%D8%B1
https://www.farsnews.ir/news/13930722000616/%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%87%D9%85%D8%A7%D9%87%D9%86%DA%AF-%D9%85%DB%8C%E2%80%8C%D8%B4%D9%88%D9%86%D8%AF-%DA%86%D9%86%D8%AF-%D9%86%D9%87%D8%A7%D8%AF-%D8%A7%D9%85%D9%86%DB%8C%D8%AA%DB%8C-%D8%AF%D8%B1
https://www.farsnews.ir/news/13930722000616/%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%87%D9%85%D8%A7%D9%87%D9%86%DA%AF-%D9%85%DB%8C%E2%80%8C%D8%B4%D9%88%D9%86%D8%AF-%DA%86%D9%86%D8%AF-%D9%86%D9%87%D8%A7%D8%AF-%D8%A7%D9%85%D9%86%DB%8C%D8%AA%DB%8C-%D8%AF%D8%B1
https://www.farsnews.ir/news/13930722000616/%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%87%D9%85%D8%A7%D9%87%D9%86%DA%AF-%D9%85%DB%8C%E2%80%8C%D8%B4%D9%88%D9%86%D8%AF-%DA%86%D9%86%D8%AF-%D9%86%D9%87%D8%A7%D8%AF-%D8%A7%D9%85%D9%86%DB%8C%D8%AA%DB%8C-%D8%AF%D8%B1
https://www.farsnews.ir/news/13930722000616/%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%87%D9%85%D8%A7%D9%87%D9%86%DA%AF-%D9%85%DB%8C%E2%80%8C%D8%B4%D9%88%D9%86%D8%AF-%DA%86%D9%86%D8%AF-%D9%86%D9%87%D8%A7%D8%AF-%D8%A7%D9%85%D9%86%DB%8C%D8%AA%DB%8C-%D8%AF%D8%B1
https://www.farsnews.ir/news/13930722000616/%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%87%D9%85%D8%A7%D9%87%D9%86%DA%AF-%D9%85%DB%8C%E2%80%8C%D8%B4%D9%88%D9%86%D8%AF-%DA%86%D9%86%D8%AF-%D9%86%D9%87%D8%A7%D8%AF-%D8%A7%D9%85%D9%86%DB%8C%D8%AA%DB%8C-%D8%AF%D8%B1
https://www.farsnews.ir/news/13930722000616/%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%87%D9%85%D8%A7%D9%87%D9%86%DA%AF-%D9%85%DB%8C%E2%80%8C%D8%B4%D9%88%D9%86%D8%AF-%DA%86%D9%86%D8%AF-%D9%86%D9%87%D8%A7%D8%AF-%D8%A7%D9%85%D9%86%DB%8C%D8%AA%DB%8C-%D8%AF%D8%B1
https://www.farsnews.ir/news/13930722000616/%D8%AF%D8%B3%D8%AA%DA%AF%D8%A7%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%87%D9%85%D8%A7%D9%87%D9%86%DA%AF-%D9%85%DB%8C%E2%80%8C%D8%B4%D9%88%D9%86%D8%AF-%DA%86%D9%86%D8%AF-%D9%86%D9%87%D8%A7%D8%AF-%D8%A7%D9%85%D9%86%DB%8C%D8%AA%DB%8C-%D8%AF%D8%B1
https://besacenter.org/esmaeil-khatib-iran-intelligence/
https://rc.majlis.ir/fa/law/show/90795
https://rc.majlis.ir/fa/law/show/90795
https://theintercept.com/2019/11/18/iran-iraq-spy-cables/


25
“Gen. Mohammad Kazemi Appointed New IRGC Intelligence Chief,” Mehr

News Agency, last modified 23 June 2022, https://en.mehrnews.com/news/

188325/Gen-Mohammad-Kazemi-appointed-new-IRGC-intelligence-chief

(accessed 25 July 2022); Khoshnood, “The Role of the Qods Force in the

Foreign Policy of the Islamic Republic of Iran,” p. 7.
26

Khoshnood, “The Role of the Qods Force in the Foreign Policy of the Islamic

Republic of Iran,” pp. 8, 11–14.
27

Wege, “Iranian Intelligence Organizations,” p. 289.
28

The NCRI is a coalition of different organizations opposing the Islamic regime

in Iran founded by the now deceased Masoud Rajavi in 1981. The main

member of the NCRI is the People’s Mojahedin Organization of Iran (PMOI),

which was established in 1965 and used terrorism as a means of opposing the

late shah of Iran. After aiding Khomeini in 1979, PMOI and the newly

established clerical regime came into conflict over power. PMOI began

opposing Khomeini and soon left Iran for Iraq, where they aided Saddam

Hussein in his war against Iran. PMOI was considered a terrorist group by the

United States until 2012, when it was delisted.
29

“Belgium Must Ensure New Treaty with Iran does not Entrench Impunity,”

Amnesty International, https://www.amnesty.org/en/wp-content/uploads/2022/

07/MDE1358132022ENGLISH.pdf (accessed 28 August 2022); Council of the

European Union, “Council Implementing Regulation (EU) 2022/147 of 3

February 2022,” European Union, https://eur-lex.europa.eu/legal-content/EN/

TXT/HTML/?uri=CELEX:32022R0147&from=EN (accessed 28 August 2022).
30

“Belgium: Iran Diplomat Receives 20-Year Prison Term for Terrorism,”

Middle East Monitor, https://www.middleeastmonitor.com/20201130-belgium-

iran-diplomat-receives-20-year-prison-term-for-terrorism/(accessed 29 August

2022).
31

Mitra Shojaei, “ دوشیملقتنمکیژلبهبناملآردهدشریگتسدیناریاتاملپید ,” Deutsche Welle,

https://www.dw.com/fa-ir/iran/a-44506400 (accessed 16 August 2022).
32

“Iran HR Council Censures Illegal Trial of Diplomat Assadollah Assadi,”

Islamic Republic News Agency, https://en.irna.ir/news/84787878/Iran-HR-

Council-censures-illegal-trial-of-diplomat-Assadollah (accessed 16 August

2022); “Embassy’s Press Release on the Judgement of the Court of Antwerp of

4 February 2021,” Embassy of the Islamic Republic of Iran in Brussels, https://

belgium.mfa.gov.ir/en/newsview/627242/Embassys-Press-Release-on-the-

judgement-of-the-Court-of-Antwerp-of-4-February-2021 (accessed 16 August

2022).
33

Sarah Kay, “The Iran Terror Trial Verdict could Forever Change Terror Trials

in Europe,” Atlantic Council, https://www.atlanticcouncil.org/blogs/iransource/

the-iran-terror-trial-verdict-could-forever-change-terror-trials-in-europe/

(accessed 28 August 2022).
34

Jens Franssen, “Staatsveiligheid: ‘Iran wilde met Iraans-Belgisch koppel

bomaanslag plegen op massabijeenkomst in Parijs,’” VRT News, https://www.

vrt.be/vrtnws/nl/2020/11/21/staatsveiligheid-iran-heeft-aanslag-proberen-plegen-

op-massabij/(accessed 28 August 2022).
35

Ibid.

990 ARDAVAN M. KHOSHNOOD AND ARVIN KHOSHNOOD

INTERNATIONAL JOURNAL OF INTELLIGENCE

https://en.mehrnews.com/news/188325/Gen-Mohammad-Kazemi-appointed-new-IRGC-intelligence-chief
https://en.mehrnews.com/news/188325/Gen-Mohammad-Kazemi-appointed-new-IRGC-intelligence-chief
https://www.amnesty.org/en/wp-content/uploads/2022/07/MDE1358132022ENGLISH.pdf
https://www.amnesty.org/en/wp-content/uploads/2022/07/MDE1358132022ENGLISH.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022R0147&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022R0147&from=EN
https://www.middleeastmonitor.com/20201130-belgium-iran-diplomat-receives-20-year-prison-term-for-terrorism/
https://www.middleeastmonitor.com/20201130-belgium-iran-diplomat-receives-20-year-prison-term-for-terrorism/
https://www.dw.com/fa-ir/iran/a-44506400
https://en.irna.ir/news/84787878/Iran-HR-Council-censures-illegal-trial-of-diplomat-Assadollah
https://en.irna.ir/news/84787878/Iran-HR-Council-censures-illegal-trial-of-diplomat-Assadollah
https://belgium.mfa.gov.ir/en/newsview/627242/Embassys-Press-Release-on-the-judgement-of-the-Court-of-Antwerp-of-4-February-2021
https://belgium.mfa.gov.ir/en/newsview/627242/Embassys-Press-Release-on-the-judgement-of-the-Court-of-Antwerp-of-4-February-2021
https://belgium.mfa.gov.ir/en/newsview/627242/Embassys-Press-Release-on-the-judgement-of-the-Court-of-Antwerp-of-4-February-2021
https://www.atlanticcouncil.org/blogs/iransource/the-iran-terror-trial-verdict-could-forever-change-terror-trials-in-europe/
https://www.atlanticcouncil.org/blogs/iransource/the-iran-terror-trial-verdict-could-forever-change-terror-trials-in-europe/
https://www.vrt.be/vrtnws/nl/2020/11/21/staatsveiligheid-iran-heeft-aanslag-proberen-plegen-op-massabij/
https://www.vrt.be/vrtnws/nl/2020/11/21/staatsveiligheid-iran-heeft-aanslag-proberen-plegen-op-massabij/
https://www.vrt.be/vrtnws/nl/2020/11/21/staatsveiligheid-iran-heeft-aanslag-proberen-plegen-op-massabij/


36
Ibid.

37
Ibid.

38
Ardavan Khoshnood, “Iran Is a Threat to Swedish National Security,”

Perspective Papers, Begin-Sadat Center for Strategic Studies, No. 2007 (2021),

https://besacenter.org/iran-is-a-threat-to-swedish-national-security/(accessed 28

August 2022).
39

Sune Engel Rasmussen, “Iranian Diplomat Sentenced to 20 Years for Foiled

Bomb Plot in France,” Wall Street Journal, https://www.wsj.com/articles/iranian-

diplomat-sentenced-to-20-years-for-foiled-bomb-plot-in-france-11612439873

(accessed 29 August 2022).
40

Christophe Lamfalussy, “Olivier Vandecasteele est libre: Un �echange avec le

diplomate iranien Assadi a �et�e effectu�e �a Oman,” La Libre, last modified 26

May 2023, https://www.lalibre.be/belgique/2023/05/26/olivier-vandecasteele-est-

libre-un-echange-avec-le-diplomate-iranien-assadi-a-ete-effectue-a-oman-ZOZQ

MDYGJJBXZJKUYLZ7GG4QMM/(accessed 5 June 2023).
41

Wege, “Iranian Intelligence Organizations,” p. 289.
42

“No Safe Haven: Iran’s Global Assassination Campaign,” Iranian Human

Rights Documentation Center (2008), https://iranhrdc.org/no-safe-haven-irans-

global-assassination-campaign/(accessed 29 August 2022).
43

Alberto Nisman and Marcelo Mart�ınez Burgos, “Office of Criminal

Investigations: AMIA Case,” Investigations Unit of the Office of the Attorney

General (2006), http://albertonisman.org/wp-content/uploads/2015/03/2006-

Nisman-indict-AMIA-full-ENG_.pdf (accessed 29 August 2022).
44

Ibid., p. 84.
45

Ioan Pop and Mitchell D. Silber, “Iran and Hezbollah’s Pre-Operational

Modus Operandi in the West,” Studies in Conflict & Terrorism, Vol. 44, No. 2

(2021), pp. 156–179; “Netherlands Expels Two Iranian Embassy Staff: Dutch

Intelligence Service,” Reuters (2018), https://www.reuters.com/article/us-europe-

iran-netherlands-idUSKBN1JW27V (accessed 29 August 2022).
46

Byman, “Iran, Terrorism, and Weapons of Mass Destruction”; Alex Vatanka,

“Albania Finds Itself Caught in the Middle as Iran and the West Square Off,”

Middle East Institute (2022), https://www.mei.edu/publications/albania-finds-

itself-caught-middle-iran-and-west-square (accessed 30 November 2022).
47

“Vurdering af spionagetruslen mod Danmark: Truslen fra fremmede staters

efterretningsvirksomhed mod Danmark,” Politiets efterretningstjenste (2022),

https://pet.dk/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/

vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-

danmark.pdf (accessed 30 November 2022); “Brief Summary—2021 Report on

the Protection of the Constitution: Facts and Trends,” Federal Ministry of the

Interior and Community (2022), https://www.verfassungsschutz.de/SharedDocs/

publikationen/EN/reports-on-the-protection-of-the-constitution/2022-06-brief-

summary-2021-report-on-the-protection-of-the-constitution.pdf?__blob=

publicationFile&v=3 (accessed 30 November 2022); Central Intelligence and

Security Service, “2021 Annual Report AIVD,” Ministry of the Interior and

Kingdom Relations (2022), https://english.aivd.nl/publications/annual-report/

2022/11/09/aivd-annual-report-2021 (accessed 30 November 2022); PST,

IRAN’S USE OF DIPLOMATS IN INTELLIGENCE AND TERRORIST OPERATIONS 991

AND COUNTERINTELLIGENCE VOLUME 37, NUMBER 3

https://besacenter.org/iran-is-a-threat-to-swedish-national-security/
https://www.wsj.com/articles/iranian-diplomat-sentenced-to-20-years-for-foiled-bomb-plot-in-france-11612439873
https://www.wsj.com/articles/iranian-diplomat-sentenced-to-20-years-for-foiled-bomb-plot-in-france-11612439873
https://www.lalibre.be/belgique/2023/05/26/olivier-vandecasteele-est-libre-un-echange-avec-le-diplomate-iranien-assadi-a-ete-effectue-a-oman-ZOZQMDYGJJBXZJKUYLZ7GG4QMM/
https://www.lalibre.be/belgique/2023/05/26/olivier-vandecasteele-est-libre-un-echange-avec-le-diplomate-iranien-assadi-a-ete-effectue-a-oman-ZOZQMDYGJJBXZJKUYLZ7GG4QMM/
https://www.lalibre.be/belgique/2023/05/26/olivier-vandecasteele-est-libre-un-echange-avec-le-diplomate-iranien-assadi-a-ete-effectue-a-oman-ZOZQMDYGJJBXZJKUYLZ7GG4QMM/
https://iranhrdc.org/no-safe-haven-irans-global-assassination-campaign/
https://iranhrdc.org/no-safe-haven-irans-global-assassination-campaign/
http://albertonisman.org/wp-content/uploads/2015/03/2006-Nisman-indict-AMIA-full-ENG_.pdf
http://albertonisman.org/wp-content/uploads/2015/03/2006-Nisman-indict-AMIA-full-ENG_.pdf
https://www.reuters.com/article/us-europe-iran-netherlands-idUSKBN1JW27V
https://www.reuters.com/article/us-europe-iran-netherlands-idUSKBN1JW27V
https://www.mei.edu/publications/albania-finds-itself-caught-middle-iran-and-west-square
https://www.mei.edu/publications/albania-finds-itself-caught-middle-iran-and-west-square
https://pet.dk/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark.pdf
https://pet.dk/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark.pdf
https://pet.dk/-/media/mediefiler/pet/dokumenter/analyser-og-vurderinger/vurdering-af-spionagetruslen-mod-danmark/vurdering-af-spionagetruslen-mod-danmark.pdf
https://www.verfassungsschutz.de/SharedDocs/publikationen/EN/reports-on-the-protection-of-the-constitution/2022-06-brief-summary-2021-report-on-the-protection-of-the-constitution.pdf?__blob=publicationFile&v=3
https://www.verfassungsschutz.de/SharedDocs/publikationen/EN/reports-on-the-protection-of-the-constitution/2022-06-brief-summary-2021-report-on-the-protection-of-the-constitution.pdf?__blob=publicationFile&v=3
https://www.verfassungsschutz.de/SharedDocs/publikationen/EN/reports-on-the-protection-of-the-constitution/2022-06-brief-summary-2021-report-on-the-protection-of-the-constitution.pdf?__blob=publicationFile&v=3
https://www.verfassungsschutz.de/SharedDocs/publikationen/EN/reports-on-the-protection-of-the-constitution/2022-06-brief-summary-2021-report-on-the-protection-of-the-constitution.pdf?__blob=publicationFile&v=3
https://english.aivd.nl/publications/annual-report/2022/11/09/aivd-annual-report-2021
https://english.aivd.nl/publications/annual-report/2022/11/09/aivd-annual-report-2021


“National Threat Assessment for 2022,” Norwegian Police Security Service

(2022), https://www.pst.no/alle-artikler/trusselvurderinger/ntv-2022/(accessed 30

November 2022); S€akerhetspolisen, “S€akerhetspolisen 2021”; Swiss Federal

Council, “The Security Policy of Switzerland 2021,” Federal Department of

Defence, Civil Protection and Sport (2022), https://www.vbs.admin.ch/en/

documents/search.detail.document.html/vbs-internet/en/documents/security-policy/

security-reports/2021/sipol-b-2021-e.pdf.html (accessed 30 November 2022).
48

Pop and Silber, “Iran and Hezbollah’s Pre-Operational Modus Operandi in the

West.”
49

Maik Baumg€artner, Katrin Elger, and Ann-Katrin M€ulle, “Hamburg Mosque

Reportedly a Hotbed for Iranian Propaganda,” Der Spiegel (2022), https://

www.spiegel.de/international/germany/the-long-arm-of-the-mullahs-hamburg-

mosque-reportedly-a-hotbed-for-iranian-propaganda-a-ec529b4e-3ffb-4a5c-85e5-

d2fccf4bd853 (accessed 30 November 2022).
50

Raghida Bahman, “Germany Investigates Spy Activity in Europe Linked to

Former Iranian Diplomat,” Asharq Al-Awsat (2021), https://english.aawsat.

com/home/article/2759906/germany-investigates-spy-activity-europe-linked-

former-iranian-diplomat (accessed 30 November 2022).
51

Tormod Strand and Lokman Ghorbani, “Tveita-moske: PST vil utvise iransk

imam,” NRK (2021), https://www.nrk.no/norge/tveita-moske_-pst-vil-utvise-

imam-fra-oslo-moske-1.15235570 (accessed 30 November 2022).
52

Ardavan Khoshnood, “Iran Might Purge Its Intelligence and

Counterintelligence Community,” Perspective Papers, Begin-Sadat Center for

Strategic Studies, No. 2025 (2021), https://besacenter.org/iran-intelligence-

purge/(accessed 30 November 2022).
53

Ardavan Khoshnood, “The Al-Masri Assassination: Another Iranian

Intelligence Failure,” Perspective Papers, Begin-Sadat Center for Strategic

Studies, No. 1825 (2021), https://besacenter.org/the-al-masri-assassination-

another-iranian-intelligence-failure/(accessed 30 November 2022); Ardavan

Khoshnood, “The Assassination of Mohsen Fakhrizadeh: What Are the

Iranian Regime’s Options?,” Perspective Papers, Begin-Sadat Center for

Strategic Studies, No. 1834 (2021), https://besacenter.org/iran-fakhrizadeh-

assassination/(accessed 30 November 2022).
54

“The Story behind Iran’s ‘Murder Plot’ in Denmark,” BBC (2018), https://

www.bbc.com/news/world-europe-46043404 (accessed 30 November 2022).
55

Matthew Levitt, Hezbollah: The Global Footprint of Lebanon’s Party of God

(Washington, DC: Georgetown University Press, 2013), p. 76; “Timeline: Iran

and UK Relations,” BBC (2015), https://www.bbc.com/news/uk-15949285

(accessed 29 August 2022); Nisman and Burgos, “Office of Criminal

Investigations”; U.S. Department of State, “Country Reports on Terrorism

2013—State Sponsors of Terrorism: Iran” (2014), https://www.refworld.org/

docid/536229a4b.html (accessed 26 October 2022); Khoshnood, “Iran’s Killing

Machine.”

992 ARDAVAN M. KHOSHNOOD AND ARVIN KHOSHNOOD

INTERNATIONAL JOURNAL OF INTELLIGENCE

https://www.pst.no/alle-artikler/trusselvurderinger/ntv-2022/
https://www.vbs.admin.ch/en/documents/search.detail.document.html/vbs-internet/en/documents/security-policy/security-reports/2021/sipol-b-2021-e.pdf.html
https://www.vbs.admin.ch/en/documents/search.detail.document.html/vbs-internet/en/documents/security-policy/security-reports/2021/sipol-b-2021-e.pdf.html
https://www.vbs.admin.ch/en/documents/search.detail.document.html/vbs-internet/en/documents/security-policy/security-reports/2021/sipol-b-2021-e.pdf.html
https://www.spiegel.de/international/germany/the-long-arm-of-the-mullahs-hamburg-mosque-reportedly-a-hotbed-for-iranian-propaganda-a-ec529b4e-3ffb-4a5c-85e5-d2fccf4bd853
https://www.spiegel.de/international/germany/the-long-arm-of-the-mullahs-hamburg-mosque-reportedly-a-hotbed-for-iranian-propaganda-a-ec529b4e-3ffb-4a5c-85e5-d2fccf4bd853
https://www.spiegel.de/international/germany/the-long-arm-of-the-mullahs-hamburg-mosque-reportedly-a-hotbed-for-iranian-propaganda-a-ec529b4e-3ffb-4a5c-85e5-d2fccf4bd853
https://www.spiegel.de/international/germany/the-long-arm-of-the-mullahs-hamburg-mosque-reportedly-a-hotbed-for-iranian-propaganda-a-ec529b4e-3ffb-4a5c-85e5-d2fccf4bd853
https://english.aawsat.com/home/article/2759906/germany-investigates-spy-activity-europe-linked-former-iranian-diplomat
https://english.aawsat.com/home/article/2759906/germany-investigates-spy-activity-europe-linked-former-iranian-diplomat
https://english.aawsat.com/home/article/2759906/germany-investigates-spy-activity-europe-linked-former-iranian-diplomat
https://www.nrk.no/norge/tveita-moske_-pst-vil-utvise-imam-fra-oslo-moske-1.15235570
https://www.nrk.no/norge/tveita-moske_-pst-vil-utvise-imam-fra-oslo-moske-1.15235570
https://besacenter.org/iran-intelligence-purge/
https://besacenter.org/iran-intelligence-purge/
https://besacenter.org/the-al-masri-assassination-another-iranian-intelligence-failure/
https://besacenter.org/the-al-masri-assassination-another-iranian-intelligence-failure/
https://besacenter.org/iran-fakhrizadeh-assassination/
https://besacenter.org/iran-fakhrizadeh-assassination/
https://www.bbc.com/news/world-europe-46043404
https://www.bbc.com/news/world-europe-46043404
https://www.bbc.com/news/uk-15949285
https://www.refworld.org/docid/536229a4b.html
https://www.refworld.org/docid/536229a4b.html

	The Islamic Republic of Iran’s Use ofDiplomats in Its Intelligence andTerrorist Operations against Dissidents: The Case of Assadollah Assadi
	ISLAMIC REPUBLIC OF IRAN
	IRI’S INTELLIGENCE
	THE CASE OF ASSADOLLAH ASSADI
	ANALYSIS
	Terrorism via IRI Diplomatic Core
	IRI Assets and Islamic Centers
	IRI Recklessness and the Trust Issue

	CONCLUSION
	Disclosure statement


